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1
Decision/action requested

This contribution proposes a new key issue for the security of the AMF re-allocation procedures.
2
References

[1]
3GPP TR 33.864 "Study on the security of Access and Mobility Management Function (AMF) re-allocation".
3
Rationale

This contribution proposes a new key issue for security of AMF reallocation procedures.

4
Detailed proposal

It is proposed to add a new key issue for security of AMF reallocation procedures to the study [1].

**** START OF CHANGES ****

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

…

[x]
<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".
[XX]
3GPP TS 23.502: "Procedures for the 5G System (5GS)".
[XY]
3GPP TS 33.501: "Security architecture and procedures for 5G System".
**** NEXT CHANGES ****
5
Key issues

Editor’s Note: This clause contains all the key issues identified during the study.

5.X
Key Issue #X: <Key Issue Name>

5.X.1
Key issue details

5.X.2
Security threats

5.X.3
Potential security requirements
5.x
Key Issue #x: Security of AMF re-allocation procedures

5.x.1
Key issue details 
This key issue addresses the security handling of the AMF re-allocation procedure upon UE registration with slicing requirements. The AMF re-allocation procedure due to slicing may involve more than one AMFs which may be isolated with each other due to deployment requirements. TS 23.502 [XX] includes two cases of the re-allocation procedure, the direct case and the indirect case. The security handling of the direct case is specified in TS 33.501 [XY] and the security handling of the indirect case is the objective of this key issue. 

According to the specified AMF re-allocation procedure, when an Initial AMF receives a registration request, the Initial AMF may need to reroute the registration request to another Target AMF, e.g. when the Initial AMF is not the appropriate AMF to serve UE. The Initial AMF may not be connected to the Target AMF. One option for the AMF re-allocation is to reroute the AMF registration request through RAN, i.e., the Initial AMF (that is, the AMF receiving the registration request message) will send the registration request to the RAN, and the RAN then will forward the registration request to the Target AMF. 

5.x.2
Security threats

In the indirect case of AMF re-allocation, the UE Registration Request is transferred from Initial AMF to Target AMF through RAN, due to the lack of connectivity between Initial AMF and Target AMF. 

However, the existing security handling for this case may lead to consistent registration failure which threatens the availability of the system.  More specifically, if Initial AMF and UE have securely exchanged NAS messages, the UE will reject the NAS message from Target AMF, due to the potential lack of access to the UE security context by the Target AMF or due to inconsistent security context used by the Target AMF. Inconsistent security context usage by the Target AMF happens when the Target AMF retrieves a security context from the old AMF, and it does not match the new security context used by the UE, as UE has established new security context with Initial AMF. This impact the UE service availability (i.e., leading to registration failure and service failure).

5.x.3
Potential security requirements

The AMF re-allocation via RAN shall not compromise system availability. 

NOTE: The current isolation requirements considered in this study include only connectivity requirements between the involved AMFs in the AMF-reallocation procedure i.e. the Initial AMF, the Target AMF and potentially the Old AMF. 

**** END OF CHANGES ****

